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Trusted Internet Connection Memo & Core Guidance
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5| Overlay Handbook

4| TIC Use Case Handbook & Use Cases

3| Security Capabilities Catalog

2| Reference Architecture

1| Program Guidebook

Traditional TIC Use Case 

Branch Office Use Case 

Remote User Use Case

Cloud Use Case

 Represents IaaS, PaaS, SaaS, and EaaS

 Largest Use Case released

 Aligns with the CSTRA and ZTMM

 Request for Comments (RFC) added a 

Cloud-to-Cloud security pattern

 Intended to guide secure implementations and 

help agencies satisfy program requirements within 

discrete networking environments

 Updated Capability Catalog with 118 Capabilities, 

including:
 Identity (8 capabilities)

 Map new capabilities

 Email (11 new TIC capabilities to ZT Maturity Model )
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 Zero Trust Community Building & Surveying

 Initiating Managers’ Community of Practice (CoP)

 Cohort training – 10 agencies in the first cohort

 10+ CyberStat Workshops that support OMB’s M-22-09 & ZTMM Pillars

 Well attended, over 600 participants on some webinars

 Meeting with CIOs and CISOs on understanding agencies’ ZT challenges and 

priorities

 Together with OMB co-hosting multiple Communities of Action (CoAs)

Federal Civilian Executive Branch (FCEB) Team Building 
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Protects the enterprise by preventing 

government Internet traffic from 

reaching malicious destinations by 

using state-of-the-art DNS 

technologies

 Replacing NCPS/E3A DNS service

 Aligns with the Federal ZT Strategy 

by supporting modern encrypted 

DNS protocols and being device-

centric

 Provides enhanced visibility

Protective Domain Name System (DNS)
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 Working to realign ongoing Continuous Diagnostics and Mitigation (CDM) efforts to support broader CISA and 

agency ZT initiatives

 Exploring how to prioritize backlogged capabilities to address underserved ZT pillars (e.g., data, application)

 Devices

 Completing Asset Management Baselining (AMB) efforts to close remaining gaps

 Mobile endpoint and threat detection progressing

 Continuing Endpoint Detect and Response (EDR) deployments

 45 agencies participating in CDM’s deployment

 Identity

 Continuing efforts on Identity Lifecycle Management (ILM) and Privileged Access Management (PAM)

 Network

 Expect to operationalize CISA’s Persistent Access Capability (PAC) in FY23 in support of CDM-Enabled Threat Hunting 

Use Case

Continuous Diagnostics and Mitigation (CDM)
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 Allows cybersecurity practitioners to 

visualize the relationships between 

CISA’s cybersecurity capabilities 

and ZT concepts.

 A representation of a 

comprehensive database of 

mappings between CISA offerings 

and ZTMM 2.0

 Aimed at FCEB agencies but can be 

used by other industries – from 

practitioners to leadership.

Zero Trust Capabilities Observatory
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 Zero Trust assumes no implicit trust 

in any part of the environment.

 Zero Trust does not require ‘rip and 

replace’

 Instead, embarking on a Zero Trust 

journey is about using and 

expanding existing cybersecurity 

capabilities to better protect 

organizational assets.

Zero Trust Capabilities Observatory
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 Helps organizations to better 

understand how their existing 

capabilities align with Zero Trust 

Concepts

 Helps practitioners answer 

questions like: 
How can CISA-provided capabilities support agency Zero Trust 

efforts? How do my organization’s existing cybersecurity 

capabilities align with Zero Trust principles? Where are my 

organizational gaps (Zero Trust pillars or functions without or with 

light capability coverage)? What capabilities should my 

organization invest in to improve my Zero Trust maturity? What 

CISA capabilities are available to my organization that I can use to 

improve my Zero Trust maturity?

Zero Trust Capabilities Observatory
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Questions?

For CISA Media inquiries:

Contact CISA Media at CISAMedia@cisa.dhs.gov 

or 703-235-2010

TIC Webpage:

https://www.cisa.gov/tic

TIC Frequently Asked Questions:

https://www.cisa.gov/tic-faq 

TIC Mailbox:

tic@cisa.dhs.gov 

Zero Trust Maturity Model Webpage:

https://www.cisa.gov/zero-trust-maturity-model

Zero Trust Mailbox:

zerotrust@cisa.dhs.gov
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