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CYBERSECURITY

Lommercial Solutions for Classified:
Harnessing the Fower of Lommercial Industry

The overall classification of this briefing is: UNCLASSIFIED



NSA Cryptographic Solutions

(U) COMMERCIAL SOLUTIONS for CLASSIFIED
(CSfC)
Guiding Principle

Properly configured & layered, commercial solutions
can provide protection of classified information in a
variety of applications.
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Presenter Notes
Presentation Notes
The Multi-Site Connectivity Capability Package conveys well the “layering of encryption” CSfC CPs are built upon.

This diagram depicts MSC – using “public Internet” as transport (requires outer FW on both sides of black).  Other options are available.

Both Inner & Outer encryption components must be diverse; 

Both layers can be IPsec  OR 1 layer can be MACsec and 1 layer IPsec.

Both Layers must implement CNSA approved encryption.

Also options for remote management of 1 side of a solution.
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POTUS issues NSA authority to approve

T < i solutions.
EO 12333 and NSD 42

CNSS Co-Chair, DoD CIO / NSA NM

CNSSP 7: Overall CSfC Program Requirements
CNSSP 11: Requires NIAP Validation for COTS
CNSSP 15: Cryptographic standards for NSS

NSA-approved Capability
Packages (composed
commercial solutions)

NIAP Protection Profiles
(individual COTS products)

Customer Implements

(under AO authority) Vendor Registrations



Presenter Notes
Presentation Notes
POTUS issues policy (based on his Constitutional authority) in the form of Executive Orders, Directives, etc.  Applies to entire U.S. Government.

NSA derives its authority from Executive Order (EO) 12333 and National Security Directive (NSD) 42.  NSD-42 specifically gives NSA National Manager (NM) authority to “conduct, approve, or endorse research/development of techniques and equipment to secure NSS.”
 
Under this authority, the NSA NM and DoD CIO share responsibility for protecting NSS through co-chairing the Committee of National Security Systems (CNSS). The CNSS issues policies, directives, and instructions which apply to all agencies with National Security Systems.

Specifically CNSSP #7, Policy on the use of Commercial Solutions to Protect National Security Systems “applies to all USG Departments and Agencies’ (D/As) that use or plan to use, implement, or test CSfC solutions to protect NSS.”  Under Section VII Policy #17 it states the Authorizing Official “must register CSfC solutions with the NSA to receive a Registration Acknowledgment Letter.”
It is further defined in NSA/CSS Policy 3-14 which applies to all NSA/CSS organizations.   It states that, “a composed commercial solution developed under the CSfC Process shall be the first option considered to satisfy an IA requirement.”

CNSSP 11: National Policy Governing the Acquisition of Information Assurance (IA) and IA-Enabled Information Technology Products. Establishes processes and procedures for the evaluation and acquisition of COTS and GOTS IA or IA-enabled IT products to be used on NSS.

CNSSP 15: Use of Public Standards for Secure Information Sharing. Policy describing requirements, roles and responsibilities for use of public cryptologic protocols and algorithms to protect NSS.
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USG & Industry requiring immediate use of the market’s
most modern commercial hardware and software
technologies within NSS to achieve mission objectives

Secure solution built by trusted integrators using NSA
security requirements & layering approved
Approved COTS components are selected to

components
Vets Integrators against criteria regarding their
meet requirements CSfC Components List

organization & personnel

CSfC requirements are specified in CPs . s
at the system level and PPs at the r:]léfﬂpg UtEEFI'_u" II:rulf(lles b
component level apability Fackages
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CSfC Component List

National Information Assurance CSfC Components List
Partnership (NIAP) The listing of Commercial Components which are
Responsible for U.S Implementation of NIAP validated and met the optional CSfC selections
Common Criteria, including management of (when applicable). Completion of CSfC Component
NIAP Common Criteria Evaluation and vetting process prior to be listed on CSfC
Validation Scheme (CCEVS) certification bodly. Components List.

» NIAP validation + CSfC Selections
when applicable

» Memorandum of Agreement between

> US Representative to International NSA and Component Vendor
Common Criteria Recognition » Listed on Com.ponepts list for 2-3 Years,
Arrangement (CCRA) Moved to Archived list when removed

> NIAP Certified products listed on from NIAP’s PCL
Product Compliant List (PCL).

» PCLis for 2 yrs + 1yr ( Maint.
Activity)

» Develop Protection Profiles
» Oversees evaluation of
Commercial IT for use in NSS
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CSfC - Layering commercial technologies to protect National Security Systems

Capability Packages Annexes
System level Architectures approved to Are Applicable across CPs,
protect providing consistency and
Data-In-Transit (DIT) facilitate updating independent of

& Data-At Rest (DAR Capability Packages

> Mobile Access (MA) v2.5.1 > Key Management Annex v2.1

» Campus WLAN v3.0.1 » Enterprise Gray Annex v1.1.1
> Data At Rest (DAR) v5.0 » WIDS/WIPS Annex v1.0

> Multi-Site Connectivity (MSC) v1.2.0 » Continuous Monitoring Annex v1.1.0

Capability Package and Annex Revision/Updates

CSfC continuously collects input for CP & Annex changes and updates with the goal to publish revisions every
18 to 24 Months, or soon depending on prioritization.



LStE REGISTRATION PROCESS
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Presenter Notes
Presentation Notes
A National Security System (NSS) Authorizing Official (AO) considers several different factors in the decision to allow a CSfC based solution to be fielded.

The CSfC Registration Acknowledgement is just 1 Artifact considered by the Authorizing Official, it provides the AO attestation that the solution meets the requirements of the applicable CSfC Capability Package and deviation approval for any unmet requirements.

Risk Management Framework (RMF) outlined by NIST 800.53 Provides a structured yet flexible approach for determining the appropriate level of risk mitigation need to protect NSS.

Cyber Hardening – Activities that date back over 10+ years of defending our networks.
STIG – Security Technical Implementation Guides:  maintained by DISA provide configuration and hardening guidance for numerous product categories.
ESS – Endpoint Security Solutions:  Provide the hardening, monitoring and some remediation for devices, servers, network-appliances, the next evolution of Host Based Security Solution (HBSS).
ACAS – Assured Compliance Assessment Solution:  Specifically configured to assess and monitor compliance of IT and cybersecurity components.
SSP – Site Security Plan:  a formal document that provides an overview of the security requirements for an information system and described the security controls in place or planned for meeting those requirements.

Zero Trust – drive “trust” from the network/environment:
ZT Principals:
Never Trust, Always Verify – All users, devices and networks are treated as untrusted
Assume Breach – Consciously operate and defend resources as tough an adversary has presence within your environment. Deny by default, heavily scrutinize requests for access, users, devices and data flows.
Verify Explicitly – All resources are consistently accessed in a secure manner using multiple attributes (dynamic and static) to derive confidence levels for contextual access to resources.
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(n the Internet: https://www.nsa.qov/resources/everyone/csfc
(or just search for LST)

LSfC Program Management Office: csfc@nsa.gov
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Publish & Register Research & Investigate

® \alidate National Security Systems
(NSS) Missions’ Needs

Release CP/Annex (Final Version) to
Public on Website

CSfC PMO Advise & Assist NSS ® Analyze Previously Unsupported Use

Customer's Utilization of New CP/Annex Cases
Customers Should Begin Submitting ® Uncover lssues from Prior CPs/Annexes
Registrations Using New CP/Annex CP”-AN N EX o o Sechenkeacal Ad :
Mandatory within & Months esearch Technological Advancements
( v ) PROCESS & Emerging Tech

sssese

® Gather & Create Requirements

Finalize & Approve Initiate & Establish

Perform Quality Assessment of Final e e Build Consensus with CSfC Technical

Draft Community

® Request TAC-2 Recommendation Collaborate with Mational Information

® Obtain Deputy Mational Manager (DNM) Assurance Partnership (NIAP)

Approval KEY ® Scope with Program Management
Office (PMOQ)
Publication for External
Stakeholdar ® Draft CP/Annex Proposal (Pre-TAC)
Collabaration with Extarmal ® Request Technical Advisory Council
Stakeholders & CSfC (TAC-Q) Recommendation

Assess & Refine Develop & Test

Release CP/Annex (Draft) to Public on
Website

Review Solution Design

® Build Reference Implementation
Receive Internal & External

Comments ® Draft CP/Annex

Adjudicate Comments & Provide . Spec#m?‘f Testing & Assess Risk
Feedback (Preliminary)

e Assess Risk (Final) ® Request TAC-1 Recommendation
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